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enLight10 Solutions, LLC 

Cybersecurity | Secure Operations | MSSP & Advisory 

 

Company Overview 

enLight10 Solutions, LLC is a cybersecurity and secure operations firm delivering Managed Security 

Services (MSSP), fractional CISO advisory, and AI-augmented cyber defense capabilities to 

government, Defense Industrial Base (DIB), and mission-critical commercial organizations. 

Founded and led by experienced cybersecurity leadership, enLight10 focuses on operationally grounded 

security—combining people, process, and automation to improve detection, response, compliance 

readiness, and executive decision-making without unnecessary complexity or tool sprawl. 

Our approach emphasizes integration over replacement, enabling organizations to enhance existing 

SOC, IR, and compliance workflows while preparing for emerging threats, including AI-enabled 

adversaries. 

 

Core Capabilities 

Managed Security Services (MSSP) 

• 24/7 Security Operations Center (SOC) support 

• Threat detection, triage, and incident response 

• SIEM integration, tuning, and optimization 

o Splunk 

o OpenSearch / Elastic 

o Microsoft Sentinel 

• Endpoint, network, and cloud security monitoring 

• Alert fatigue reduction and investigation acceleration 

• SOC maturity assessments and operational uplift 

• Automation and SOAR-aligned workflows 

 

Cybersecurity Advisory & vCISO Services 

• Fractional / Virtual CISO (vCISO) engagements 

• Security strategy, roadmaps, and governance 

• Board and executive cybersecurity briefings 

• Enterprise and program-level risk assessments 

• Risk register development and treatment planning 

• Security metrics, KPIs, and executive reporting 

• Incident response planning and tabletop exercises 

• Third-party and vendor risk management 

 

Compliance & Audit Readiness 

• SOC 2 (Type I & Type II) readiness 

• NIST Cybersecurity Framework (CSF) 
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• NIST SP 800-53 alignment 

• CMMC (Levels 1–3 readiness support) 

• FedRAMP-adjacent control alignment 

• Policy and procedure development 

• Evidence collection and audit preparation 

• Remediation planning and continuous compliance support 

 

AI-Augmented Security Reasoning 

enLight10 develops and applies Watchtower CRP (Cyber Reasoning Platform) — an AI-assisted 

capability designed to augment analysts and security leaders, not replace them. 

Watchtower CRP supports: 

• Analyst decision support and investigation reasoning 

• Alert enrichment and context correlation 

• Threat hypothesis generation and validation 

• Compliance evidence mapping and explanation 

• Knowledge retention and SOC continuity 

• AI-assisted triage, reporting, and workflow acceleration 

CRP is deployed internally and partner-facing to validate real-world operational value while avoiding 

vendor lock-in or rip-and-replace approaches. 

 

Differentiators 

• Operational-First 

Built by practitioners who have led SOCs, incident response, and federal security programs 

• AI With Purpose 

Focused on analyst trust, reasoning, and explainability — not black-box automation 

• Integration-Friendly 

Enhances existing tools, teams, and workflows 

• Defense & DIB Aligned 

Designed for regulated, mission-critical environments 

• Founder-Led Delivery 

Direct senior leadership involvement 

• Flexible Engagement Models 

MSSP, advisory, or hybrid 

 

Primary Use Cases 

• DIB organizations requiring MSSP support and CMMC readiness 

• Federal-adjacent programs seeking SOC modernization 

• Prime contractors needing specialized cybersecurity partners 

• Organizations preparing for audit, compliance, or ATO pathways 

• Teams seeking AI-assisted SOC and IR acceleration without tool sprawl 
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Company Information 

Legal Name: enLight10 Solutions, LLC 

Founded: 2024 

Headquarters: Honolulu, Hawaii 

Service Area: United States (Remote / Distributed) 

UEI: W1ZNWPAX2FG7 

CAGE / NCAGE: 17BE8 

SAM Registration: Active 

Purpose of Registration: All Awards 

 

NAICS Codes 

• 541512 – Computer Systems Design Services (Primary) 

• 541511 – Custom Computer Programming Services 

• 541513 – Computer Facilities Management Services 

• 541519 – Other Computer Related Services 

• 541690 – Other Scientific and Technical Consulting Services 

 

Leadership 

Jay Moreno 

Founder & Technical Director 

Cybersecurity executive with deep experience in: 

• SOC leadership and operations 

• Federal and defense-adjacent cyber programs 

• Incident response and threat operations 

• Security architecture and modernization 

• Compliance and risk management 

• AI-assisted security workflows 

 

Contact Information 

enLight10 Solutions, LLC 

    Honolulu, HI 

   512-986-0582 

      jay.moreno@enlight10solutions.com 

  https://www.enlight10solutions.com 
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