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Cybersecurity delivery, mission assurance, and AI-enabled operations from initial assessment through implementation, verification, and 
operational improvement. enLight10 helps government, defense-industry, regulated, and commercial teams identify risk, organize evidence, 
strengthen operations, and integrate Watchtower workflows without replacing existing tools. 

Core Capability Areas 

Cybersecurity & Compliance Services 
• Security posture, maturity, and gap assessments 
• NIST CSF, NIST 800-53/171, CMMC, and SOC 2 readiness 
• Policy, IR, evidence, risk register, and remediation review 
• Security architecture, Zero Trust, and implementation roadmaps 

Watchtower Product & Integration 
• Watchtower pilots, deployment, and tool/data integration 
• Mission Twin, entity mapping, evidence, and provenance 
• Governed AI Workers and closed-loop workflows 
• Custom modules, dashboards, reporting, and transition support 

SOC, Detection & Mission Assurance 
• SOC/MSSP maturity, operating models, playbooks, and metrics 
• Sentinel, Splunk, Elastic/OpenSearch tuning and workflow design 
• Incident, vulnerability, and infrastructure-resilience workflows 
• Mission impact, executive visibility, and verified outcomes 

Prime, Subcontract & Specialized Support 
• Bounded cyber, compliance, engineering, and R&D work packages 
• Federal/defense support, SBIR/STTR teaming, and prototypes 
• OT/ICS readiness with specialized testing partners 
• Surge, white-label, and partner-delivered assessment support 

Assessment-to-Action Delivery Model 

1. Intake 
Mission/business context, 
systems, drivers, policies, 
evidence, goals 

2. Assess 
Security posture, control 
gaps, exposure, process 
maturity, constraints 

3. Map 
Findings to controls, risk, 
dependencies, owners, 
evidence gaps 

4. Prioritize 
Quick wins, high-risk fixes, 
roadmap, owners, 
outcomes 

5. Improve 
Engineering, remediation 
tracking, playbooks, 
Watchtower, verification 

Differentiators & Primary Use Cases 

Differentiators 
Practitioner-led: 15+ years across DoD, federal, SOC, 
incident response, architecture, compliance, and OT/ICS 
environments. 
Assessment to verified action: Turns findings into 
owners, remediation workflows, evidence, and measurable 
outcomes. 
Product plus services: Watchtower is delivered with 
integration, engineering, advisory, and support. 
Prime-friendly: Bounded work packages, partner delivery, 
existing-tool integration, and no forced rip-and-replace. 

Primary Use Cases 
• DIB contractors preparing for CMMC/NIST 800-171 and prime expectations 
• Government/public-sector cyber assessment, mission assurance, and program 
support 
• SOC maturity, detection engineering, incident response, and infrastructure 
resilience 
• Watchtower pilots, integrations, and AI-enabled workflow modernization 
• Prime contractors needing cyber, compliance, prototype-integration, or R&D 
support 
• OT/ICS readiness with partner-supported testing 
• Regulated and small businesses needing risk baselines, evidence, and 
remediation plans 

Representative Service Packages 

Package Outcome Typical Deliverables 
Cyber Baseline Assessment Establish current risk and priorities Evidence review, risk register, executive summary, remediation 

roadmap 

Compliance Readiness Sprint Prepare for audits, RFPs, and 
customer review 

Control mapping, policy/IRP review, evidence gaps, prioritized plan 

SOC / Mission Assurance 
Uplift 

Improve detection and response 
operations 

Maturity review, playbooks, escalation model, metrics, tuning advisory 

Watchtower Pilot & Integration Prove a governed closed-loop 
workflow 

Data integration, configured workflow, entity/Mission Twin mapping, 
evidence trail, pilot results 

Government & Contracting Information 

Company Information 
Legal Name: enLight10 Solutions, LLC 
Founded: 2026 
HQ: Fernandina Beach, FL / Remote 
Service Area: United States 
UEI: N4T8NKK9D8U5 
CAGE: 21N41 
SAM: Active | Purpose: All Awards 
SDVOSB / VOSB 

NAICS Codes 
541512 - Computer Systems Design Services 
(Primary) 
541511 - Custom Computer Programming 
Services 
541513 - Computer Facilities Management 
Services 
541519 - Other Computer Related Services 
541690 - Scientific/Technical Consulting 
541611 - Management Consulting 

Leadership & Contact 
Jay Moreno | Founder & CEO 
15+ years DoD, federal, and defense 
cybersecurity 
SOC, IR, architecture, compliance, mission 
assurance, AI workflows 
Phone: 512-986-0582 
Email: jay.moreno@enlight10solutions.com 
Web: www.enlight10solutions.com 

 


